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Abstract

Deep cross-modal hashing has achieved remarkable success in cross-
modal retrieval due to its fast retrieval speed and low storage cost,
but it highly vulnerable to adversarial attacks. Mainstream defense
methods rely on adversarial training, which often induces a ro-
bustness—standard performance trade-off, leading to the learning of
only limited robust features and degraded standard performance. To
address this issue, we propose a Spatial-Frequency Domain Com-
plementary Learning (SFCL) framework to overcome these two
challenges by: 1) exploiting the complementarity of spatial and fre-
quency features to learn more comprehensive and adversarially ro-
bust features, addressing the limited robustness of existing defenses;
2) by supplementing frequency-domain information, it avoids the
performance degradation commonly caused by adversarial training.
Specifically, SFCL consists of two modules: a Spatial-Frequency
Robust Gating (SFRG) module, which selects robust features and
strengthens complementarity via a conditional mutual information-
based loss; and a Robustness-Aware Feature Fusion (RAFF) module,
which performs bidirectional feature interaction and fusion. Ex-
tensive experiments demonstrate significant robustness gains over
existing state-of-the-art methods, along with improved standard
performance.
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Figure 1: Comparison with existing frameworks.(a) Adversar-
ial training couples semantic learning (Lsem) and adversarial
learning (L,gy) in joint training; (b) Our method applies L,qy
at lower layers via a separation network, while learning Leem
independently at higher layers.
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1 Introduction

With the exponential growth of images, texts, audio and videos
online, the demand to retrieve information in different modalities is
rapidly increasing. Thus, cross-modal retrieval has become crucial
for efficient semantic matching between modalities[21]. Among
existing methods, Cross-Modal Hashing (CMH) is particularly ef-
fective due to its low storage cost and fast query speed. By mapping
multimodal data into a unified binary Hamming space, CMH en-
ables an efficient approximate nearest neighbor search, making it
ideal for large-scale and real-time applications[12].

Recent studies have shown that deep cross-modal hashing mod-
els inherit the vulnerability of deep neural networks and are highly
sensitive to adversarial attacks. Even imperceptible perturbations
can significantly mislead hashing networks, causing them to re-
trieve incorrect and irrelevant results[7, 16, 22, 33]. In such attacks,
malicious perturbations push the hash codes of queries away from
semantically related items and pull them closer to irrelevant ones,
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severely degrading retrieval accuracy[16]. Moreover, generative at-
tack approaches can efficiently produce adversarial samples, further
amplifying security threats[7]. Attackers can manipulate queries
to evade detection or hijack search results, posing significant risks
to real-world systems[22].

Among various defense methods, adversarial training (AT) is
widely regarded as one of the most effective paradigms for improv-
ing the robustness of deep cross-modal hashing models[23, 24, 28].
Its core idea is to introduce adversarial samples during training to
enhance model robustness against attacks. Previous studies have
shown that adversarial samples originate from non-natural data
distributions and contain numerous non-robust features[10]. AT
compels the model to jointly learn non-robust features from adver-
sarial samples and discriminative semantics from mixed features
of natural and adversarial samples, thereby coupling semantic and
non-robust feature learning. This coupling leads to limited robust-
ness improvement and largely explains the degraded performance
on clean samples. We argue that an ideal robust deep hashing model
should learn robust features at lower layers while focusing on dis-
criminative semantics at higher layers.

To address this issue, we propose a framework named Spatial-
Frequency Domain Complementary Learning (SFCL). This design
is motivated by previous studies showing that introducing com-
plementary features can significantly enhance model robustness
against adversarial attacks[4, 30, 31]. As shown in Figure 1, SFCL is
designed to promote the learning of robust features at lower layers
through spatial-frequency feature complementarity, and to perform
semantic learning at higher layers based on the learned robust fea-
tures. Specifically, It consists of two modules: the Spatial-Frequency
Robust Gating (SFRG) module, which identifies robust features in
each domain and encourages complementary feature learning via
a conditional mutual information loss; and the Robustness-Aware
Feature Fusion (RAFF) module, which performs bidirectional inter-
actions between robust spatial and frequency features to produce a
unified robust representation for high-level semantic learning.

In summary, our main contributions are:

o We find that cross-domain (spatial-frequency) attacks exhibit
low transferability in hashing models, highlighting the po-
tential of leveraging the complementarity between spatial
and frequency features to enhance adversarial robustness.

e We propose a framework to enhance the adversarial robust-
ness of cross-modal hashing models, and to the best of our
knowledge, this is the first attempt to exploit frequency-
domain features for this purpose.

o Extensive experiments demonstrate that our method signifi-
cantly improves adversarial robustness, surpassing existing
state-of-the-art defenses without sacrificing standard perfor-
mance.

2 Related Work
2.1 Deep Cross-Modal Hashing

Deep learning has significantly advanced cross-modal retrieval
by learning unified hash representations for multimodal data. In
2017, DCMH[12] was the first work to integrate feature extrac-
tion and hash coding into end-to-end frameworks. Subsequent
works enriched this paradigm; SSAH[13] introduced adversarial
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self-supervision that aligns the distributions of different modalities
via a pair of semantic networks and a modality discriminator. Re-
cently, PromptHash[34] proposed affinity-prompted collaborative
learning that fuses text prompts with adaptive gating and hierarchi-
cal contrast, attaining new SOTA in cross-modal hashing retrieval.
Despite strong retrieval performance, these models are still vulner-
able to adversarial attacks.

2.2 Robust Cross-Modal Hashing Learning

Cross-modal hashing models have increasingly drawn attention
for their vulnerability to adversarial attacks. Robust Cross-Modal
Hashing Learning aims to strengthen retrieval robustness in such
models. ATRDH[24] formulates targeted attacks as point-to-set opti-
mization with an anchor code and employs code-guided adversarial
training to learn robust hashes and resist targeted attacks. CgAT[23]
uses a semantic center code with a min-max scheme, generating
worst-case adversarial examples by maximizing and then mini-
mizing the Hamming distance to enhance robustness. CRDAT[32]
employs a two-stage pipeline, distilling a robust teacher’s adversar-
ial representations to a student model to enhance defense without
significant performance loss. Adversarial training methods partially
enhance robustness, they often degrade retrieval accuracy on clean
samples, revealing an unresolved trade-off between robustness and
standard performance.

2.3 Complementary Feature Learning for
Robustness

Complementary feature learning improving adversarial robust-
ness by integrating multiple information sources or modeling sig-
nals. GCE[4] uses a guided complement entropy loss to boost
true-class confidence and suppress incorrect-class probabilities,
widening inter-class margins and implicitly leveraging complemen-
tary class-level cues to enhance robustness without extra training,.
NAMID[31] maximizes mutual information with clean semantic
patterns while minimizing that with adversarial noise, guiding the
model to focus on complementary robust features over perturbation-
sensitive signals. PS-DFSI[30] ddynamically selects informative
frequency bands and fuses them with spatial cues, leveraging spa-
tial-frequency complementarity to enhance representation robust-
ness under occlusion and noise.

3 Motivation

Based on the robust feature theory[10], deep networks rely on non-
robust features, highly discriminative yet fragile patterns. Standard
Adversarial Training (AT) gains robustness by suppressing these
features, but inevitably degrades clean accuracy by discarding fine-
grained semantic details crucial for retrieval[3, 20].

To address this issue, inspired by prior findings[11, 29] that
spatial- and frequency-domain gradients exhibit markedly differ-
ent spectral behaviors, we exploit integrate representations from
distinct domain subspaces to enhance cross-domain robustness. Ex-
perimental results (Fig. 2) further support this insight: the limited
adversarial transferability between the two architectures suggests
that they rely on different spectral subspaces.

We argue that the robustness—accuracy trade-off can be effec-
tively mitigated through a dual-domain perspective. Spatial-frequency
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Figure 2: Comparison of cross-domain transferability of
adversarial attacks. The heatmap indicates the percentage
drop in performance after transfer attacks, where s denotes
the spatial-domain backbone and f denotes the frequency-
domain backbone.

complementarity provides dual advantages: Robustness (Gradi-
ent Discrepancy). Spatial and frequency views exhibit markedly
different gradient characteristics, leading to weak cross-view trans-
ferability of adversarial perturbations. As a result, attacks optimized
for one view are less effective against the other, naturally mitigating
perturbation effects. Accuracy (Information Integrity). Instead
of suppressing discriminative spatial textures as in standard AT,
we preserve them while stabilizing representations with global fre-
quency structures. This maintains fine-grained semantic details
for precision, while leveraging frequency-invariant components
as a complementary safeguard. Consequently, unlike AT, our ap-
proach achieves a synergistic effect where robustness and accuracy
reinforce rather than compromise each other.

4 Methodology

In this section, we provide a detailed introduction to our proposed
SFCL. The overall framework of SFCL is presented in Figure 3.

4.1 Preliminaries

Notation. Let the cross-modal retrieval datasetbe U = {(x;, y;, [;) }fi »

where x; is the input of the image modality, y; is the text description
corresponding to x;, and I; = [li1, lia, . . ., lic] is a multi-label vector
of length C with [;; € {0,1}. [;; = 1 indicates that the instance
(x4, y;) belongs to the j-th category. Two instances are semantically
related if they share at least one label, i.e.(ll.T I;) > 0; otherwise, they
are irrelevant.

Deep Cross-Modal Hashing. Deep cross-modal hashing first ex-
tracts modality-specific features {£, £/} from input samples and
then learns to map features from different modalities into a shared
hash space, preserving semantic consistency. The overall pipeline
can be formalized as a hash function H : H : {x;,y;} — {b], bf/},
where b} € {-1, +1}X is the binary hash code for the modality
(* € {x,y}), and K is the length of the hash code. Semantically
related instances are expected to have small Hamming distances,
while irrelevant ones should remain far apart. The Hamming dis-
tance between two hash codes b;, b; € {-1, +1}K is calculated as:

Ham(b;, b;) = % (K —b/b;) . (1)
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Robustness in Deep Cross-Modal Hashing. Deep cross-modal
hashing is vulnerable to adversarial perturbations § deliberately
added to the input, which may mislead the retrieval process. This
work focuses on adversarial robustness in the image modality. A
typical adversarial example is generated as x; = x; + Jy, subject
to ||6x|lp < €, where € controls the magnitude of the perturbation.
The attack is designed to fool the retrieval model into returning
semantically irrelevant samples for a given query by simultaneously
pushing away related samples and pulling closer irrelevant ones:

n{lsix Ham(bf,, bjb.') - Ham(bf/, bZ) , (2)
where (I'1;) > 0 and (I ;) = 0. The goal of robust cross-modal
hashing is to learn hash functions that produce stable and reli-
able hash codes even under such adversarial attacks, ensuring that
semantically related samples remain close in the Hamming space.

4.2 Spatial-Frequency Robust Gating (SFRG)

Adversarial attacks exhibit distinct patterns across the spatial and
frequency domains, degrading local textures in the spatial domain
while disrupting global spectral structures in the frequency do-
main. Inspired by these behaviors and prior work on robust feature
separation[14], the proposed SFRG independently filters robust
features within each domain, thereby enhancing overall model
robustness.

Given an input image x;, the spatial and frequency features are
extracted by the backbone networks 8° and B/, respectively, where
fid = B%(x;), fid € RPd4, and d € {s, f} denotes the spatial domain
(s) or frequency (f) domain throughout this paper. To identify robust
and non-robust features, two lightweight separation networks (%)
are used to generate robustness scores such as rd = §4( fid). A
binary dimension-wise mask r? € {0,1}P4 would ideally separate
robust from non-robust features, but it is non-differentiable; thus,
the Gumbel-Softmax is adopted to yield differentiable soft masks
approximating binary selection:

exp (logvj)m )

d
m” = s 3
exp (1og(fj)+g1) +exp(log(1—:d)+gz) ®3)
where 74 = o(r¢) is the normalized robustness score, o(-) is a sig-

moid function, g; and g, are Gumbel random variables sampled
as g = —log(—log(u)) with u ~ U(0, 1), and 7 is the temperature
controlling the sharpness of the soft approximation. During in-
ference, we fix g; and g, as —log(—log(u.)), where u. € RP4 isa
constant vector with each element set to 0.5, providing a determinis-
tic approximation of the Gumbel noise and producing deterministic
output across all characteristic dimensions.

Applying these masks, we obtain robust and non-robust filtered
features f4* and 4~

(ﬁd+) fid—) _ (md o fd (1-md) ind) (4)

Inspired by prior studies showing that robustness benefits from
complementary representations, we explicitly encourage cross-
domain complementarity via a symmetric conditional contrastive
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Figure 3: Overview of the proposed SFCL framework. The image encoder extracts spatial and frequency features in parallel.
SFRG separates complementary components, and RAFF fuses cross-domain features. The fused representation is projected into
the hash space and optimized with adversarial training, improving robustness for cross-modal retrieval.

objective. Instead of directly computing conditional mutual informa-
tion (CMI), we approximate it using an InfoNCE-based variational
lower bound.

Specifically, the conditional dependence I(f;**;! | ﬁf ") is esti-
mated by contrasting the true label /; against other labels within
the mini-batch:

exp (gs (fi”,fier, 1))
! ,ZB exp (g5 (£, £ 1)

(74501 ) = log )

where B denotes the batch label set and gs(-) is a lightweight
MLP scorer. The term I( fif | f71) is defined symmetrically.
To suppress redundancy, I(f*; fif ") is also approximated via a
standard InfoNCE objective.

The complementarity loss is defined as:

Leomp = TS =T 501 £ + 1417, (6)

where a balances complementarity and redundancy suppression.

To explicitly guide the Separation Net in learning robustness
scores, two lightweight auxiliary MLPs h° and hf are introduced for
the spatial and frequency domains. Each MLP outputs robustness
probabilities per class: pd* = h?(£4*) and p¢~ = h?(f?~), where
p&t, pd- are prediction scores, lic € {0,1} is the ground truth label
and [/, € {0, 1} is the adversarial label predicted from x;. A binary
cross-entropy loss is adopted to encourage fid+ to align with true
labels and £~ with adversarial patterns:

c
L= (lic log pie” + I, logpfi‘),
c=1
where adversarial samples x; used for generating I/, are crafted via
the standard PGD target attack[2]. This supervision encourages
the Separation Net to assign higher robustness scores to features
predictive of true labels while suppressing those correlated with
adversarial noise, thereby effectively distinguishing between robust
and non-robust feature activations.

™

4.3 Robustness-Aware Feature Fusion (RAFF)

SFRG effectively filters robust and non-robust features within each
domain, however, the resulting spatial and frequency features re-
main independent. To obtain a more discriminative and adversari-
ally robust representation, we propose RAFF, which performs bidi-
rectional embedded interactions between spatial and frequency
features in a unified latent space. This allows each domain to adap-
tively complement the other’s robust information while preserving
its own robustness.

Specifically, the spatial robust feature is updated under the mod-
ulation of the frequency robust feature as:

fiS:fiH"'Ys'o'(M/Sffier)a ®)

and the frequency robust feature is updated under the modulation
of the spatial robust feature as:

= ey o (Wrft). )
This bidirectional interaction is complementary: the frequency
feature injects stable global spectral cues into the spatial domain
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to retain fine-grained details while reducing vulnerability to local
perturbations, whereas the spatial feature supplements fine-grained
textures to improve the frequency feature’s intra-class discrimina-
tion without compromising its global robustness.

Here, Ws € RPs*Dr and Wrs € RPs*Ds are learnable cross-
domain projection matrices that map one domain’s features into the
latent space of the other; y°* and y/ are learnable scalars controlling
the global interaction strength. This design ensures that robust
features from one domain can selectively refine those of the other
without compromising intra-domain robustness.

Finally, the unified robust representation is generated in the
embedded space as:

£ =mee (151 771). (10)

where MLP denotes a lightweight feed-forward network consist-
ing of two fully connected layers with GELU nonlinear activation,
which maps the bidirectionally interacted robust features into a
shared representation space. The unified robust representation fisf
obtained from RAFF is used as the input to the HashLayer in the
subsequent hashing stage.

4.4 Cross-Modal Hashing Learning

The objective of cross-modal hashing is to project heterogeneous
features into a unified Hamming space, where the Hamming dis-
tance between hash codes preserves semantic similarity. Following
common practice in deep cross-modal hashing (DCMH), a light-
weight HashLayer is employed to map image and text features into
a shared semantic space:h; = HashLayer(f;"), #* € {x,y}. The
HashLayer consists of two fully connected layer with a tanh(-)
activation, encouraging outputs to approach binary values {-1, 1}.

To ensure samples with the same semantic label are mapped
to nearby Hamming codes, an asymmetric negative log-likelihood
pairwise loss is adopted. The intra-modal similarity is measured as
Q=3 1(h;)Th%, and the corresponding loss is:

1

Lintra = — NM

™M=
M=

> (S ~log(1+¢%)).

i

Il
—

~.

Il
N

Semantic consistency across modalities is maintained by mini-
mizing the following inter-modal loss:

N M

Linter =~ _(Z Z (Si,f@ij - log(l + e®ij))
MI:I j=1

2. (s

Jj=1

(12)

+

Mz

—log(1+ eq”'f))),

I
—

i

1 1
where ®ij = E(hlt)Th;) and CI)ij = E(hij)Thj
To reduce the discrepancy between continuous hash representa-
tions and discrete binary codes, a quantization loss is introduced:

N
Lowan = ) IIF] = sign(h)) 13 (13)

i=1

where sign(-) maps real-valued elements to {—1, 1}.
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4.5 Objective Function

The loss function consists of two parts: an adversarial loss and a
semantic loss. The adversarial part includes the complementarity
loss Lcomp and the auxiliary supervision loss Ly, while the se-
mantic part L includes Lingra, Linter, and Lquan, which follow
the same internal hyperparameter settings as in DCMH [12]. The
total objective is formulated as:

Ltotal = Ac-Ecomp + /1a-£aux +As-£sem- (14)
R ——
Lady

where A., A4, and A are trade-off hyper-parameters.

5 Experiments
5.1 Datasets

To validate the effectiveness and generalization of our method, we
conduct experiments on three widely used cross-modal retrieval
benchmarks. These datasets vary in scale, label distribution, and
annotation forms, providing a comprehensive evaluation setting.
MIRFLICKR-25K][9] contains 25,000 image-text pairs annotated
with 24 semantic categories. We randomly select 2,000 pairs as the
query set, 5,000 for training, and use the remaining pairs as the re-
trieval database. NUS-WIDE(5] consists of 269,648 image-tag pairs
across 81 concepts. Following standard practice, we retain 195,834
samples from the 21 most frequent categories. Among them, 2,100
are used as queries, 10,500 for training, and the rest for retrieval. MS-
COCO[17] provides 123,287 image-text samples annotated with 80
labels. We combine the training and validation splits, and randomly
sample 5,000 instances as queries, 10,000 for training, and use the
rest as the retrieval set.

5.2 Evaluation

To evaluate the defense performance, we use MAP to measure the
retrieval effectiveness of the model under untargeted attacks, and
adopt t-MAP[2] for evaluation under targeted attacks. Both MAP
and t-MAP are calculated as MAP@ALL, considering all retrieved
results from the database. Since this work focuses on enhancing the
robustness of the visual modality, we generate adversarial samples
only for images during evaluation, and thus report the robustness
performance on image-to-text (I2T) and image-to-image (I2I) re-
trieval tasks.

5.3 Baseline Methods and Implementation
Details

We adopt ATRDH[24], CgAT[23], CRDAT[32], FPAD[27] as base-
line adversarial training methods. For a fair comparison, all meth-
ods adopt DCMH [12] as the default deep hashing objective and
use AlexNet [15] and BERT-base [6] as the image and text back-
bones, respectively. Building upon this setting, our method fur-
ther incorporates GFNet [19], a frequency-domain Vision Trans-
former, alongside the CNN-based AlexNet to extract complemen-
tary frequency-domain representations. This design is motivated
by prior studies[3] showing that the frequency-domain complemen-
tarity between CNNs and Vision Transformers can enhance model
robustness. To comprehensively evaluate defense performance, we
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Table 1: Robustness Comparison under Untargeted Attacks. The retrieval task is Image-to-Text (I2T), and the attack strength

for all methods is set to 8/255. The best results in each setting are in bold.

Gang Zhou, Shibiao Xu, and Xiaolong Zheng

Attack Defense MIRFLICKR-25K NUS-WIDE MS-COCO
16 bits 32 bits 64 bits 16 bits 32 bits 64 bits 16 bits 32 bits 64 bits
Clean DCMH 0.7273  0.7236  0.7387  0.5229 0.5986 0.6197 0.5174 0.5318 0.5468
ATRDH 0.6618 0.6863 0.6835 0.4601 0.5391 0.5388 0.4308 0.4458 0.4757
CgAT 0.6596 0.6744 0.6859 0.4542 0.5510 0.5647 0.4427 0.4505 0.4723
CRDAT 0.6925 0.7015 0.7136  0.4958 0.5842 0.5964 0.4852 0.4966 0.5142
FPAD 0.7136  0.7248 0.7324 0.5212 0.6085 0.6158 0.5214 0.5358 0.5485
SFCL (Ours) 0.7352 0.7386 0.7412 0.5425 0.6254 0.6325 0.5453 0.5652 0.5725
HAG DCMH 0.2048 0.2341 0.2260 0.0636 0.0776  0.0891 0.0891 0.0951 0.1084
ATRDH 0.3144 03269 0.3249 0.2099 0.1774 0.1635 0.1686 0.1608 0.1234
CgAT 0.4440 0.3891 0.4111 0.3735 03163 0.3228 0.1967 0.1415 0.1277
CRDAT 0.4725 0.4812 0.4963 0.4058 0.3845 0.3952 0.2135 0.2248 0.2285
FPAD 0.4968 0.5052 0.5184 0.4285 0.4062 0.4132 0.2452 0.2536 0.2574
SFCL (Ours) 0.5125 0.5236 0.5374 0.4496 0.4289 0.4342 0.2635 0.2741 0.2725
SDHA DCMH 0.1596  0.1528 0.1624  0.1025 0.0986 0.0985 0.0781 0.0878  0.0847
ATRDH 0.2368 0.2065 0.1920 0.0894 0.1135 0.1100  0.1500 0.1496 0.1068
CgAT 0.4125 0.4085 0.4158 0.4811 0.4847 0.4714 0.2253 0.2247 0.2189
CRDAT 0.4525 0.4658 0.4752 0.4865 0.4912 0.5017 0.3265 0.3364 0.3374
FPAD 0.5412 0.5326 0.5487 0.5014 0.5186 0.5247 0.3452 0.3465 0.3487
SFCL (Ours) 0.5523 0.5689 0.5748 0.5214 0.5325 0.5412 0.3514 0.3655 0.3578
CgAT DCMH 0.1338  0.1488  0.1497 0.0923  0.0965 0.1287  0.0851 0.1184  0.1387
ATRDH 0.3326  0.3209 0.2967 0.2781 0.2897 0.2904 0.2426 0.2523 0.2224
CgAT 0.4187 0.4136 0.4257 0.3957 0.3997 0.4137 0.2213 0.2141 0.2342
CRDAT 0.4825 0.4965 0.5012 0.4952 0.4998 0.5034 0.2685 0.2742 0.2812
FPAD 0.5214 0.5348 0.5425 0.5065 0.5142 0.5218 0.3125 0.3258 0.3346
SFCL (Ours) 0.5562 0.5485 0.5591 0.5632 0.5784 0.5798 0.3145 0.3252 0.3362

test against a range of adversarial attacks, including three untar-
geted attacks (HAG[25], SDHA[18], and CgAT[23]) and four tar-
geted attacks (P2P[2], DHTA[2], THA[24], and TA-DCH[22]).

The SFRG module employs lightweight separation networks
(hidden size 256) with Gumbel-Softmax (r = 1.0) for differentiable
mask learning. The RAFF module performs bidirectional cross-
domain interaction via learnable projection matrices followed by
a two-layer MLP (hidden size 512). We train the model end-to-
end in a single stage with adversarial warm-up. PGD (10 steps,
€ = 8/255) is used for adversarial sample generation. The total
loss combines complementarity, auxiliary, and semantic losses with
weights A, = 0.3, A, = 1.0, and A; = 3.0. Optimization uses Adam
with an initial learning rate of 1x 10™* and cosine decay scheduling.
All experiments are conducted using PyTorch on a single NVIDIA
RTX 4090 GPU.

5.4 Defense against White-box Adversarial
Attacks

Performance against untargeted attacks. Table 1 presents the
defense performance comparison under three untargeted adversar-
ial attacks on the image-to-text (I2T) retrieval task. A higher MAP
value after attack indicates that the model better preserves retrieval
performance under adversarial attacks, reflecting stronger robust-
ness. “Clean” denotes the model’s standard performance when

evaluated on clean samples. The results show that our method
consistently achieves the best robustness across all three datasets
compared to ATRDH and CgAT, with a significant performance
margin. Moreover, compared to the original DCMH method without
any defense mechanism, our method also achieves slightly better
performance on clean data. These findings indicate that decoupling
adversarial learning from semantic learning enables our method to
more effectively capture discriminative semantic features, enhanc-
ing both retrieval performance and robustness.

Performance against targeted attacks. Table 2 presents the
robustness comparison under targeted attack scenarios, including
three representative targeted attacks: P2P, DHTA, and THA. It is
important to note that, under this setting, a lower t-MAP value
after attack indicates stronger robustness, which contrasts with
the untargeted attack scenario where a higher MAP implies better
robustness. The results show that our method maintains superior
robustness under targeted attacks, achieving the lowest t-MAP
compared to the other two adversarial training methods.

5.5 Defense against Black-box Adversarial
Attacks
We evaluate the robustness of the model under black-box adver-

sarial attack scenarios. Specifically, we adopt the DCMH method
with three different image backbones to train clean deep hashing
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Table 2: Robustness Comparison under Targeted Attacks. The retrieval task is Image-to-Text (I2T), and the attack strength for

all methods is set to 8/255.

Attack Defense MIRFLICKR-25K NUS-WIDE MS-COCO
16 bits 32 bits 64 bits 16 bits 32 bits 64 bits 16 bits 32 bits 64 bits
P2pP DCMH 0.8021 0.8101 0.8169 0.6225 0.6536 0.6625 0.6596 0.6789 0.6974
ATRDH 0.6821 0.7052 0.7010 0.5486 0.5627 0.5581 0.4313 0.4520 0.4692
CgAT 0.6512 0.6677 0.6605 0.5114 0.5362 0.5413 0.4135 0.4261 0.4333
CRDAT 0.6385 0.6492  0.6588 0.5091 0.5265 0.5377 0.3967 0.4102 0.4215
FPAD 0.6252 0.6368 0.6471 0.5055 0.5182 0.5294 0.3812 0.3925 0.4036
SFCL (Ours) 0.6132 0.6154 0.6241 0.5024 0.5029 0.5047 0.3685 0.3587 0.3624
DHTA DCMH 0.8214 0.8367 0.8480 0.6663 0.6790 0.6726 0.6666 0.6943  0.6873
ATRDH 0.6693 0.6826 0.6785 0.5411 0.5533  0.5478 0.4167 0.4325 0.4491
CgAT 0.6425 0.6572 0.6484 0.5097 0.5224 0.5292 0.4089 0.4158 0.4182
CRDAT 0.6355 0.6485 0.6455 0.4912 0.5041 0.5155 0.4015 0.4105 0.4155
FPAD 0.6285 0.6395 0.6405 0.4725 0.4852 0.4968 0.3925 0.4035 0.4085
SFCL (Ours) 0.6235 0.6342 0.6358 0.4528 0.4659 0.4712 0.3869 0.3748 0.3957
THA DCMH 0.8521 0.8703 0.8773 0.6771 0.7067  0.7191 0.7896  0.8266  0.8315
ATRDH 0.7023  0.7195 0.7252 0.5612 0.5756 0.5813 0.4722 0.4893 0.5021
CgAT 0.6851 0.7029 0.7118 0.5382 0.5523  0.5641 0.4593  0.4750 0.4817
CRDAT 0.6615 0.6748 0.6892 0.5245 0.5385 0.5512  0.4405 0.4552  0.4678
FPAD 0.6324 0.6455 0.6582 0.5125 0.5252 0.5368 0.4215 0.4342 0.4465
SFCL (Ours) 0.6058 0.6125 0.6254 0.5014 0.5189 0.5145 0.4058 0.4196 0.4165

Table 3: Robustness comparison under black-box transfer
targeted attacks. The base model is DCMH, evaluated on the
MIRFLICKR-25K dataset with 64-bit hash codes.

Defense Inception-v3 VGG19 ResNet50
DCMH 0.8525 0.6524 0.6587
ATRDH 0.5685 0.4986 0.4659
CgAT 0.5863 0.5145 0.4598
CRDAT 0.5312 0.3857 0.3924
FPAD 0.4935 0.3024 0.3158
SFCL(Ours) 0.4526 0.2135 0.2596

models, which are used as surrogate models for the TA-DCH attack.
As shown in Table 3, our method exhibits minimal performance
degradation under black-box attacks, consistently outperforming
the other two adversarial training methods. Since black-box set-
tings better reflect real-world adversarial conditions, these results
underscore the practical significance of the robustness achieved by
our model.

5.6 Ablation Study

We conduct ablation studies on the MIRFLICKR-25K dataset to
assess the contribution of each SFCL component to both robust-
ness and standard performance. Evaluations are performed under
the CgAT attack using 64-bit hash codes in an image-to-text (I2T)
retrieval task. SFCL comprises three components: the Separation
Network (S), Complementary Loss (C), and Fusion Module (F),
where S+C forms the SFRG module and F corresponds to RAFF.
“w/0” denotes the exclusion of a component, with F replaced by a

Ablation Analysis of SFCL: Robustness Performance Ablation Analysis of SFCL: Standard Performance

0.80

Robust MAP

60 +
DCMH

DCMH wio S wio C wlo F Ours wio S wio C w/o F Ours

Figure 4: Ablation Study of SFCL Components.
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Figure 5: Comparison of MAP scores on the MIRFLICKR-25K
dataset with different parameter configurations.

simple MLP when omitted. Figure 4 reveals three main findings:
1) S notably enhances robustness, though with slight performance
degradation; 2) C improves both robustness and accuracy, suggest-
ing that the complementary loss helps the model learn more dis-
criminative and robust features; 3) All components work together,
removing any one degrades robustness, confirming the effective-
ness of SFCL’s design.
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Table 4: Efficiency comparison on NUS-WIDE. FLOPs are
measured for the image encoder (224x224). Training time is
reported per epoch under PGD-10 adversarial training. In-
ference latency is measured per image query (ms), excluding
offline database encoding.

Method Params FLOPs (G) Train (min) Infer (ms)
DCMH 62.0 0.72 4.5 12.3
ATRDH 62.0 0.72 12.8 12.6
CgAT 62.0 0.72 13.4 12.9
CRDAT 62.0 0.72 15.1 13.1
FPAD 66.0 0.78 14.2 14.2
Ours (SFCL)  68.0 0.88 18.8 18.0

5.7 Parameter Sensitivity

To assess the sensitivity of hyperparameters, we conduct a com-
prehensive parameter analysis of the proposed method on the
MIRFLICKR-25K dataset with a 64-bit hash code length. The four
hyperparameters under investigation include « (defined in Eq. 6)
and Ac, A4, and A (defined in Eq. 14). As shown in Figure 5, the
model achieves the best performance when ¢ = 0.5, 4, = 0.3,
Aq = 1.0, and A; = 3.0.

5.8 Efficiency Analysis

Table 4 reports parameter size, FLOPs, training cost, and inference
latency on NUS-WIDE. Unless otherwise noted, Params and FLOPs
are measured for the image encoder at 224 X 224 resolution, con-
sistent with image-query inference. The text encoder (BERT-base)
is shared across methods and used only for training or offline en-
coding, thus excluded from comparison. Training time is measured
per epoch under PGD-10 adversarial optimization, and inference
latency is reported per image query, excluding offline database
encoding.

Parameters and FLOPs. DCMH, ATRDH, CgAT, and CRDAT
use the same AlexNet backbone and hashing head, resulting in iden-
tical parameter size and FLOPs. FPAD introduces additional pro-
totype modules, moderately increasing computation. Our method
adds a lightweight frequency branch (GFNet-Ti) and two small fu-
sion modules (SFRG and RAFF), incurring a controlled overhead of
+6.0M parameters and +0.16G FLOPs over DCMH while remaining
efficient.

Training cost. DCMH is the fastest due to the absence of ad-
versarial optimization. PGD-based methods (ATRDH, CgAT) sig-
nificantly increase per-epoch time because of repeated forward-
backward passes. CRDAT further adds teacher-forward compu-
tation for distillation, and FPAD introduces prototype alignment
operations. Although our method incorporates a frequency branch
and fusion modules, its per-epoch cost remains comparable to other
advanced defenses.

Inference efficiency. During inference, adversarial example
generation is disabled, so latency differences mainly arise from

image-encoder complexity. Single-backbone methods (DCMH, ATRDH,

CgAT, CRDAT) exhibit similar speed, while FPAD incurs additional
prototype computation. Our method performs one extra forward

Gang Zhou, Shibiao Xu, and Xiaolong Zheng

pass through the lightweight frequency branch and fusion, adding
only +5.7 ms over DCMH, with Hamming-space retrieval efficiency
fully preserved.

Table 5: Robustness Improvement from SFCL under Untar-
geted CgAT Attacks.

Methods w/o SFCL SFCL Applied

UCCH 0.3835 0.6239
DGCPN 0.3125 0.7321
DADH 0.3354 0.7635

5.9 Universality on Other Deep Cross-Modal
Hashing

We evaluate the universality of SFCL on different deep cross-modal
hashing methods. By replacing the original DCMH loss with UCCH[8],
DGCPN[26], and DADH[1], we construct corresponding SFCL vari-
ants. As shown in Table 5, SFCL consistently improves robustness
across all methods, demonstrating strong universality and adapt-
ability.

6 Conclusion

We proposed Spatial-Frequency Domain Complementary Learning
(SFCL) to enhance the adversarial robustness of deep cross-modal
hashing. First, we separate robust and non-robust features and intro-
duce a conditional mutual information-based objective to encour-
age complementary spatial-frequency representations, enabling
the model to focus on robust cues while suppressing perturbation-
sensitive patterns. We then integrate spatial and frequency features
into a unified representation that leverages stable spectral informa-
tion and fine-grained spatial details, improving both robustness and
retrieval accuracy. By modeling heterogeneous spectral subspaces,
SFCL reduces reliance on vulnerable representation directions and
mitigates adversarial perturbations aligned with dominant gradi-
ents. Extensive experiments demonstrate that SFCL achieves signif-
icant robustness gains without sacrificing standard performance,
validating the effectiveness of complementary multi-domain learn-
ing for cross-modal retrieval.
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